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1
Decision/action requested

This pCR proposes a key issue for study item on security for 5G URLLC (TR 33.825).
2
References
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3
Rationale

According to TS 33.501 Clause F.1 the following note confirms that, 5G Rel-15 does not support fast re-authentication.

“NOTE:
The fast re-authentication is not supported in 5GS.”

A time consuming authentication procedure need to be invoked for every registration request from a UE irrespective of their previous authentication with a same network. This may have a significant impact over the URLLC services. Therefore this pCR proposes the following key issue to the study item on Study on security for 5G URLLC.
4
Detailed proposal

****The following is a new text****
5.X
Key Issue #X: Security aspect of low latency Re-authentication procedure
5.X.1
Key issue details
Editor's Note: It is FFS whether re-authentication impacts the latency on user plane.
In order to guarantee low latency to the URLLC services, according to TR 23.725, a fast re-authentication procedure may be considered. Where the TS 33.501 Clause F.1 states that, the fast re-authentication is not supported in 5GS. In this case, a time consuming authentication procedure need to be invoked for every registration request from a UE irrespective of their previous authentication with a same network. This may have a significant impact over the URLLC services.

Time consuming authentication procedure irrespective of a UE’s previous authentication may lead to URLLC service failure.
5.X.2
Security threats

No security threat 

5.X.3
Potential security requirements

